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Abstract. MISTY1 is a block cipher designed by Matsui in 1997. It was well evaluated
and standardized by projects, such as CRYPTREC, ISO/IEC, and NESSIE. In this paper,
we propose a key recovery attack on the full MISTY1, i.e., we show that 8-round MISTY1
with 5 FL layers does not have 128-bit security. Many attacks against MISTY1 have been
proposed, but there is no attack against the full MISTY1. Therefore, our attack is the first
cryptanalysis against the full MISTY1. We construct a new integral characteristic by using
the propagation characteristic of the division property, which was proposed in 2015. We first
improve the division property by optimizing a public S-box and then construct a 6-round
integral characteristic on MISTY1. Finally, we recover the secret key of the full MISTY1
with 2°%-%% chosen plaintexts and 22! time complexity. Moreover, if we can use 26394 chosen
plaintexts, the time complexity for our attack is reduced to 2!°7%. Note that our cryptanalysis
is a theoretical attack. Therefore, the practical use of MISTY1 will not be affected by our
attack.
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1 Introduction

MISTY [Mat97] is a block cipher designed by Matsui in 1997 and is based on the theory of
provable security [Nyb94NK95] against differential attack [BS90] and linear attack [Mat93].
MISTY has a recursive structure, and the component function has a unique structure, the
so-called MISTY structure [Mat96]. There are two types of MISTY, MISTY1 and MISTY?2.
MISTY1 adopts the Feistel structure whose F-function is designed by the recursive MISTY
structure. MISTY2 does not adopt the Feistel structure and uses only the MISTY structure.
Both ciphers achieve provable security against differential and linear attacks. MISTY1 is
designed for practical use, and MISTY?2 is designed for experimental use.

MISTY1 is a 64-bit block cipher with 128-bit security, and it has a Feistel structure
with FL layers, where the F'O function is used in the F-function of the Feistel structure.
The FO function is constructed by using the 3-round MISTY structure, where the F'I
function is used as the F-function of the MISTY structure. Moreover, the FI function
is constructed by using the 3-round MISTY structure, where a 9-bit S-box Sy and 7-bit
S-box S7 are used in the F-function. MISTY1 is the candidate recommended ciphers list
of CRYPTREC [CRY13], and it is standardized by ISO/IEC 18033-3 [[SO05]. Moreover,
it is a NESSIE-recommended cipher [NES04] and is described in RFC 2994 [OMOQ]. There
are many existing attacks against MISTY1, and we summarize these attacks in Table[l] A
higher-order differential attack is the most powerful attack against MISTY1, and this type
of cryptanalysis was recently improved in [Barl5]. However, there is no attack against the
full MISTY1, i.e., 8-round MISTY1 with 5 FL layers.

* ©IACR 2015. This article is the full version of the article to appear in the proceedings of CRYPTO 2015.
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Table 1. Summary of single secret-key attacks against MISTY1

Rounds #FL layers Attack algorithm Data Time Reference
5 0 higher order differential 11 x 27 CP 27 [THK99)
5 3 SQUARE 234 CP 218 [KW02]
5 4 higher order differential 222 CP 228 [HTKO04]
5 4 impossible differential 238 CP 21645 [DKO0S)

6 4 higher order differential 2557 Ccp 2°%7  [TSSKOS§]
6 4 impossible differential 251 CP 21234 [DKO0S)
7 0 impossible differential 2°02 Kp 2" [DKO0S)
7 4 higher order differential 2541 Ccp  2'207 [TSSKOSg)
7 4 higher order differential 250 cp 21904 [Barih)
7 5 higher order differential 25t4 cp 2t [Barl5]
8 5 integral by division property 2°%°® CP 22! This paper
8 5 integral by division property 29%-9°* CP 2'°7-° This paper

Integral Attack The integral attack [KW02] was first proposed by Daemen et al. to eval-
uate the security of SQUARE [DKR97] and was then formalized by Knudsen and Wagner.
There are two major techniques to construct an integral characteristic; one uses the prop-
agation characteristic of integral properties [KW02], and the other estimates the algebraic
degree [Knu94Lai94]. We often call the second technique a “higher-order differential at-
tack.” A new technique to construct integral characteristics was proposed in 2015 [Tod15],
and it introduced a new property, the so-called “division property,” by generalizing the inte-
gral property [KW02]. It showed the propagation characteristic of the division property for
any secret function restricted by an algebraic degree. As a result, several improved results
were reported on the structural evaluation of the Feistel network and SPN.

Our Contribution In [Todl5], the focus is only on the secret S-box restricted by an al-
gebraic degree. However, many realistic block ciphers use more efficient structures, e.g., a
public S-box and a key addition. In this paper, we show that the division property becomes
more useful if an S-box is a public function. Then, we apply our technique to the cryptanal-
ysis on MISTY1. We first evaluate the propagation characteristic of the division property
for public S-boxes S7 and Sy and show that S; has a vulnerable property. We next eval-
uate the propagation characteristic of the division property for the FI function and then
evaluate that for the F'O function. Moreover, we evaluate that for the FL layer. Finally, we
create an algorithm to search for integral characteristics on MISTY1 by assembling these
propagation characteristics. As a result, we can construct a new 6-round integral charac-
teristic, where the left 7-bit value of the output is balanced. We recover the round key by
using the partial-sum technique [FKL700]. As a result, the secret key of the full MISTY1
can be recovered with 2635 chosen plaintexts and 22! time complexity. Moreover, if we
can use 203994 chosen plaintexts, the time complexity is reduced to 2979, Unfortunately,
we have to use almost all chosen plaintexts, and recovering the secret key by using fewer
chosen plaintexts is left as an open problem.

2 MISTY1

MISTYT1 is a Feistel cipher whose F-function has the MISTY structure, and the recom-
mended parameter is 8 rounds with 5 FL layers. Figure[l] shows the structure of MISTY1.
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Fig. 1. Specification of MISTY1

Let X% (resp. X7?) be the left half (resp. the right half) of an i-round input. Moreover,
XE[j] (resp. XF[j]) denotes the jth bit of X} (resp. X) from the left. MISTYT1 is a 64-bit
block cipher, and the key-bit length is 128 bits. The component function F'O; consists of
FI;1, Fl; 2, and F1I; 3, and the four 16-bit round keys KO; 1, KO; 2, KO; 3, and KO, 4 are
used. The function F'I; ; consists of Sg and S7, and a 16-bit round key K1; ; is used. Here, Sg
and Sy are defined in Appendix[A] The component function F'L; uses two 16-bit round keys,
KL;; and KL; 3. These round keys are calculated from the secret key (K1, Ko, ..., Kg) as

Symbol KOiJ KOiQ KOi’g KOi,4 KIZ'J KIZ"Q KIZ”3 KLZ‘J KLi’Q
KCy Ki Ki+2 Ki+7 Ki+4 K£+5 Kz{—&-l K£+3 KH2-1 (Odd Z) K{i#+6 (Odd Z)
K%+2 (even i) K§+4 (even 1)

Here, K] is the output of F'I; ; where the input is K; and the key is K;y1.

3 Integral Characteristic by Division Property

3.1 Notations

We make the distinction between the addition of Fy and addition of Z, and we use @ and
+ as the addition of 4 and addition of Z, respectively. For any a € FZ, the i¢th element is
expressed in a[i], and the Hamming weight w(a) is calculated as w(a) = Y " ; a[i]. Moreover,
ali, ..., j] denotes a bit string whose elements are values described into square brackets. Let
1" € Fy be a value whose all elements are 1. Moreover, let 0" € F3 be a value whose all
elements are 0.
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For any a € (F3' x F? x --- x Fy™), the vectorial Hamming weight of a is defined as
W(a) = (w(a1),w(ag),...,w(ay)) € Z™. Moreover, for any k € Z"™ and k' € Z™, we define
k > K if k; > K for all i. Otherwise, k % k'.

Boolean Function A Boolean function is a function from F3 to Fo. Let deg(f) be the
algebraic degree of a Boolean function f. Algebraic Normal Form (ANF) is often used as
representations of the Boolean function. Let f be any Boolean function from F4 to Fo, and
it can be represented as

n

s = @ o ([T,
u€lFy i=1

where al, € Fy is a constant value depending on f and w. If deg(f) is at most d, all al

satisfying d < w(u) are 0. An n-bit S-box can be regarded as the collection of n Boolean

functions. If algebraic degrees of n Boolean functions are at most d, we say the algebraic

degree of the S-box is at most d.

3.2 Integral Attack

An integral attack is one of the most powerful cryptanalyses against block ciphers. Attackers
prepare N chosen plaintexts and get the corresponding ciphertexts. If the XOR of all corre-
sponding ciphertexts becomes 0, we say that the block cipher has an integral characteristic
with N chosen plaintexts. In an integral attack, attackers first create an integral character-
istic against a reduced-round block cipher. Then, they guess the round keys that are used
in the last several rounds and calculate the XOR of the ciphertexts of the reduced-round
block cipher. Finally, they evaluate whether or not the XOR becomes 0. If the XOR does
not become 0, they can discard the guessed round keys from the candidates of the correct
key.

3.3 Division Property

A division property, which was proposed in [Tod15], is used to search for integral charac-
teristics. We first prepare a set of plaintexts and evaluate the division property of the set.
Then, we propagate the division property and evaluate the division property of the set of
texts encrypted over one round. By repeating the propagation, we show the division prop-
erty of the set of texts encrypted over some rounds. Finally, we can easily determine the
existence of the integral characteristic from the propagated division property.

Bit Product Function We first define two bit product functions m, and m,, which are
used to evaluate the division property of a multiset. Let m, : F§ — Fa be a function for any
u € Fy. Let x € F4 be the input, and m,(z) is the AND of z[i] satisfying u[i] = 1, i.e., it is
defined as
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Let 7y, @ (F5' x F52? x --- x F§™) — Fy be a function for any u € (Fy* x Fy? x -+ x Fg™).
Let ¢ € (F5* x F3? x --- x F0™) be the input, and m,, () is defined as

= H T, (T4)-
i=1

Definition of Division Property The division property is given against a multiset, and
it is calculated by using the bit product function. Let X be an input multiset whose elements
take a value of (F5' x F52 x - - - x IF;“""). In the division property, we first evaluate a value of
P rex Tu(x) for all u € (Fy' x Fy? x --- x Fy™). Then, we divide the set of u into a subset
whose evaluated value becomes 0 and a subset whose evaluated value becomes unknowr{]
In [Tod15], the focus was on using the Hamming weight of elements of u to divide the set.

Definition 1 (Division Property). Let X be a multiset whose elements take a value of
(F3' xF52? x -+« x Fo™), and k is an m-dimensional vector whose ith element takes a value

between 0 and n;. When the multiset X has the division property Dml’;l:@ nm o it Julfils

the following conditions: The parity of my(x) over all € X is always even when
ue{(ul,...,um)e(Fglx-- x T2 | W (w) o k() (u)zk@}.

Moreover, the parity becomes unknown when w is used such that there exists ani (1 <1i < q)
satisfying W (u) = k(.

Assume that the multiset X has the division property Dk(I?Z@; (@ . If there exist k()
such that kj(-) is greater than 1, @, x z; becomes 0. See [Tod15] to better understand the
concept in detail.

Example 1. Let X be a multiset whose elements take a value of (F§ x F§). Assume that the

multiset X has the division property D[l 51,03,31,[4,5],[5,11,[6,0]° In this case, if (u1,uz) is chosen

from the gray part in Flg! @(xl 22)eX T (us, us)(Z1,72) becomes unknown. For example,
when (ug,ug) = ) is used, we cannot determine B T (uy uz) (Z1, 2). On the other

a:l,azz)GX
hand, if (uq, uz) is chosen from the white part in Flg (x1,2) is 0. Notice

(xl xQ)EX T(u1,u2)
that the division property DS is the same as D

] because the
unknown space is invariant.

L, 5} 3,3],[5,1],[6,0] [1,5],[3,3],[4,5],[5,1],[6,0

Similar example is shown in [SHZ'15|, and it helps us understand the division property.

Propagation Rules of Division Property Some propagation rules for the division
property are proven in [Tod15]. We summarize them as follows, and the proof is shown in

Appendix[B]

Rule 1 (Substitution) Let F' be a function that consists of m S-boxes, where the bit
length and the algebraic degree of the ith S-box is n; bits and d;, respectively. The
input and the output take a value of (F5' x F5? x --- x Fy™), and X and Y denote

L If we know all accurate values in a multiset, we can divide the set of u into subsets whose evaluated
value becomes 0 or 1. However, in the application to cryptanalysis, we evaluate the values in the multiset
whose elements are texts encrypted for several rounds. Such elements change depending on the sub keys
and the constant bit of plaintexts. Therefore, we consider the subset whose evaluated value becomes 0 or
unknown.
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8,8
[1,5],[3,3],[5,1],[6,0]"

Fig. 2. Division Property D

the input multiset and the output multiset, respectively. Assuming that the multiset

X has the division property DZH;Z&S’ﬁk(qw the division property of the multiset Y is
Dn17n27~"’nm

k) /2 fr(a) DS

0 _ kY ‘ : :
Il e or1<i<m, 1<j<gq.

? .
)

Rule 2 (Copy) Let F be a copy function, where the input z takes a value of Fy and the
output is calculated as (y1,y2) = (x,z). Let X and Y be the input multiset and output
multiset, respectively. Assuming that the multiset X has the division property D}, the
division property of the multiset Y is DZ;Z),k'@),...,k’(kH) as

EHD = (k—d,4) for 0<i<k.

Rule 3 (Compression by XOR) Let F be a function compressed by an XOR, where
the input (z1,x2) takes a value of (Fy x F%) and the output is calculated as y = z1 ® x2.
Let X and Y be the input multiset and output multiset, respectively. Assuming that
the multiset X has the division property DZE?),k@),...,k(q)’ the division property of the

multiset Y is D}, as

W min{k%l) n kél),kgg) i kf), . 7k§q) + kgq)}.

Here, if the minimum value of &’ is larger than n, the propagation characteristic of the
division property is aborted. Namely, a value of @,cym,(y) is 0 for all v € Fy.

Rule4 (Split) Let F be a split function, where the input x takes a value of F§ and the
output is calculated as x = y1||y2, where (y1,y2) takes a value of (F5* xF5™"!). Let X and
Y be the input multiset and output multiset, respectively. Assuming that the multiset X

has the division property Dy, the division property of the multiset Y is DZ}(S;;(;) (@
as

KO = (K —i,i) for 0<i<k.

Here, (k — i) is less than or equal to ny, and i is less than or equal to n — nj.



Integral Cryptanalysis on Full MISTY1** 7

]f k
|

Fig. 3. The difference between [Tod15] and us. The left figure is an assumption used in [Tod15]. The right
one is a new assumption used in this paper.

Rule5 (Concatenation) Let F' be a concatenation function, where the input (x1,x2)
takes a value of (Fy' x F5?) and the output is calculated as y = z1||z2. Let X and Y be
the input multiset and output multiset, respectively. Assuming that the multiset X has

the division property DZ<11’>H,2<2>,...,:¢@>’ the division property of the multiset Y is DZ}H”
as

K = min{k" + &7 6D + 62, R 4 k0,

4 Division Property for Public Function

In an assumption of [Tod15], attackers cannot know the specification of an S-box and only
know the algebraic degree of the S-box. However, many specific block ciphers usually use a
public S-box and an addition of secret sub keys, where an XOR is especially used for the
addition. In this paper, we show that the propagation characteristic of the division property
can be improved if an S-box is a public function. The difference between [Tod15] and us is
shown in Fig.[3

We consider the propagation characteristic of the division property against the function
shown in the right figure in Fig.[3] The key XORing first be applied, but it does not af-
fect the division property because it is a linear function. Therefore, when we evaluate the
propagation characteristic of the division property, we can remove the key XORing. Next,
a public S-box is applied, and we can determine the ANF of the S-box. Assuming that an
S-box is a function from n bits to m bits, the ANF is represented as

y[l] :fl(x[l]vxp]v "wx{n])a
y[2] =f2<37[1],33[2], ..,.T[TL]),
y[m] = fm(x[l]’x[z]v""x[n])v

where z[i] (1 < i < n) is an input, y[j] (1 < j < m) is an output, and f; (1 < j < m)
is a Boolean function. The division property evaluates the input multiset and output one
by using the bit product function 7,, and we then divide the set of u into a subset whose
evaluated value becomes 0 and a subset whose evaluated value becomes unknown. Namely,
we evaluate the equation

and divide the set of u. In [Tod15], a fundamental property of the product of some functions
is used, i.e., the algebraic degree of F), is at most w(u) x d if the algebraic degree of functions
fi is at most d. However, since we now know the ANF of functions fi, fo,..., fin, we can
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calculate the accurate algebraic degree of F), for all u € [F}. In this case, if the algebraic
degree of F,, is less than w(u) x d for all u for which w(u) is constant, we can improve the
propagation characteristic.

4.1 Application to MISTY S-boxes

Evaluation of S7 The S7 of MISTY is a 7-bit S-box with degree 3. We show the ANF of S,
in Appendix We evaluate the property of (m, o S7) to get the propagation characteristic
of the division property. The algebraic degree of (, o S7) increases in accordance with the
Hamming weight of v, and it is summarized as follows.

w(v) [|0]1|2]3]4|5|6|7
degree||0]|3|5|5|6|6|6|7

If we replace the S7 with a modified S-box, which is randomly chosen from all 7-bit S-boxes
with degree 3, the algebraic degree of (m, o S) is at least 6 with w(v) > 2. However, for
the S7, the increment of the algebraic degree is bounded by 5 with w(v) = 2 or w(v) = 3
holdsﬂ Thus, the propagation characteristic is represented as the following.

D} for input set X || D | D] | DI | DI | D] | DI | DE | DX
D} for output set Y || Df | DY | DY | DY | DS | DS | D] | DY

Notice that the division property DZ is propagated from the division property Dg. Assuming
that the modified S-box is applied, the division property Dg is propagated from the division
property DI [Tod15]. Therefore, the deterioration of the division property for the S7 is
smaller than that for any 7-bit S-box.

Evaluation of Sg The Sy of MISTY is a 9-bit S-box with degree 2. We show the ANF of S;
in Appendix We evaluate the property of (m, o Sg) to get the propagation characteristic
of the division property. The algebraic degree of (7, 0 Sy) increases in accordance with the
Hamming weight of v, and it is summarized as follows.

w(v) |[0[1]2|3]4]5]6]7(8|9
degree||0]2]4(6|8|8|8[8|8|9

Thus, the propagation characteristic is represented as

D for input set X || Dy | DY | D3| Ds | D} | D5 | Dy | DI | DY | Dy
D} for output set Y| Dy |DY | D} | D5 | D3 | D3| Dy | DI | Dy | Dy

Unlike the propagation characteristic of the division property for Sy, that for Sy is the same
as that for any 9-bit S-box with degree 2.

5 New Integral Characteristic

This section shows how to create integral characteristics on MISTY1 by using the propaga-
tion characteristic of the division property. We first evaluate the propagation characteristic
for the component functions of MISTY1, i.e., the FI function, the FFO function, and the
FL layer. Finally, by assembling these characteristics, we create an algorithm to search for
integral characteristics on MISTY1.
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Fig. 4. Structure of F'I function

5.1 Division Property for FI function

We evaluate the propagation characteristic of the division property for the F'I function by
using those for MISTY S-boxes shown in Sect.[4.I} Since there are a zero-extended XOR
and a truncated XOR in the F'I function, we use a new representation, in which the internal
state is expressed in two 7-bit values and one 2-bit value. Figure[] shows the structure of
the F'I function with our representation, where we remove the XOR of sub keys because it
does not affect the division property.

Let X1 be the input multiset of the F'I function. We define every multiset Xo, X3, ..., X1
in Fig. Here, elements of the multiset X1, X5, X4, and X;; take a value of (F5 x F2 x F1).
Elements of the multiset X, X3, Xg, and Xg take a value of (F) x F3). Elements of the
multiset Xy, X7, and Xy take a value of (F3 x F{ x F1). Since elements of X; and X1; take a
value of (F} x F2 x F7), the propagation for the F'I function is calculated on D;Zﬁ’)?,k<2>,...,k<q>-
Here, the propagation is calculated with the following steps.

From X; to Xs: A 9-bit value is created by concatenating the first 7-bit value with the
second 2-bit value. The propagation characteristic can be evaluated by using Rule 5.
From X5 to X3: The 9-bit S-box Sy is applied to the first 9-bit value. The propagation

characteristic can be evaluated by using Rule 1.

From X3 to X4: The 9-bit output value is split into a 2-bit value and a 7-bit value. The
propagation characteristic can be evaluated by using Rule4.

From X, to Xj5: The second 7-bit value is XORed with the last 7-bit value, and then, the
order is rotated. The propagation characteristic can be evaluated by using Rule2 and
Rule 3.

From X5 to Xg: The 7-bit S-box S7 is applied to the first 7-bit value. The propagation
characteristic can be evaluated by using Rule 1.

From Xg to Xy: The first 7-bit value is XORed with the last 7-bit value, and then, the
order is rotated. The propagation characteristic can be evaluated by using Rule2 and
Rule 3.

From X7 to Xg: A 9-bit value is created by concatenating the first 2-bit value with the
second 7-bit value. The propagation characteristic can be evaluated by using Rule 5.

From Xg to X;;: The propagation characteristic is the same as that from Xs to Xs.

As an example, we show the propagation characteristic when X; has the division property
D[74”22’776] in Appendix Algorithm creates the propagation characteristic table for the F'1
function. It calls SizeReduce, where redundant elements are eliminated, i.e., it eliminates
k() if there exists j satisfying k() = kU). Algorithm only creates the propagation char-

acteristic table for which the input property is represented by D,:’2’7. If any input multiset

2 This observation was also provided by Theorem 3.1 in [BCL3].
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Algorithm 1 Propagation for FI function
1: procedure FIEval(ki, ks, k3)

2 kW E® kYD < s9Eval(k) > X, — Xs
3 kW E® kD < s7Eval (kW E®, . kD) > X5 — Xz
4. kW E® k9 < s9Eval (k™ k?, ... kD) > X7 — X1
5: return SizeReduce(k™®,k®, ... k@))
6: end procedure
1: procedure S9Eval(kW, ... k(?) 22: procedure S7Eval(k, ... k(®)
2: ¢ <0 23: qd <0
3 for i <1 to ¢ do 24: for i <1 to q do
4: (0 er) <= (K89, k89 kD) 25: (le,r) < (S, kS k()
5: k<=l+c 26: k<=/t
6: if £ <9 then 27: if £ =6 then
7 k < [k/2] 28: k=4
8: end if 29: else if k£ < 6 then
9: for ¢’ < 0 to min(2, k) do 30: k< [k/3]
10: for x <0 tor do 31: end if
11: ' <r—x 32: for z < 0 tor do
12: rr<k-cd+x 33: ! =c
13: if ' <7 then 34: d<r—x
14: d<qd+1 35: r<k+zx
15: k') = (¢ ) 36: if 7' <7 then
16: end if 37: d<=qd+1
17: end for 38: K = ()
18: end for 39: end if
19: end for 40: end for
20: return k', k'?, . K@) 41: end for
21: end procedure 42: return k', k'® . K@)

43: end procedure

FI | FI | FI |

Fig. 5. Structure of F'O function

;7612137,;@(2) k(@
we do not evaluate such propagation in advance because it can easily be evaluated by the
table for which the input property is represented by D,Z’Q’?. We show all propagation char-
acteristic tables in Appendix[G] Moreover, we experimentally search for the propagation

characteristic (see Appendix.

is evaluated, we need to know the propagation characteristic of D However,

5.2 Division Property for FO function

We next evaluate the propagation characteristic of the division property for the FO function
by using the propagation characteristic table of the F'I function. Figure[f|shows the structure
of the F'O function, where we remove the XOR, of sub keys because it does not affect the
division property. The input and output of the F'O function take the value of (F%x 2 x F3 x

F7xF%xF1). Therefore, the propagation for the FO function is calculated on DZ<1)7,:(2)7 L@
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Algorithm 2 Propagation for F'O function

1: procedure FOEV&l(k’l, kz, kg, k‘4, k5, ka)
2: EM k@ k) < FORound(k)

3: k:(1> k(2> .. k9 < FoRound(k™W, k@, ... kD)

4: k(1> k@) ., k9 < FoRound(kV, k®, ... k(D)

5: return SizeReduce(kz(l)7 AN k(q))

6: end procedure

1: procedure FORound(k(l), E? . kD)

2: ¢ <0

3: for i =1 to g do o

4: yW y@ Lyl = F‘IEval(kY)7 kg), kgl))

5: for j =1 to ¢y do

6: for all  s.t. (z1 < kii)) A(z2 < k(i)) A(xs < k(i)) do
7 k' < (kii) — xhkéi) 7{62,]6( — T3, y(J) + 21, y(J> + 22, ym + x3)
8: if (ky <7)A (ks <2)A (kg <7) then

9: d<qd+1
10: KD !
11: end if
12: end for
13: end for
14: end for

15: return k'MW k'@ PCH)
16: end procedure

Similar to that for the F'I function, we create the propagation characteristic table for
the FO function (see Algorlthm. We create only a table for which the input property is

represented by D 21727 and the output property is represented by DZ(QJIZ(’QQ)’? k@ As an

example, the propagation characteristic table from D[712172732175] is shown in Appendix

5.3 Division Property for FL Layer

MISTY1 has the FL layer, which consists of two F'L functions and is applied once every two
rounds. In the FL function, the right half of the input is XORed with the AND between
the left half and a sub key KL; 1. Then, the left half of the input is XORed with the OR
between the right half and a sub key KL; ».

Since the input and the output of the F'L function take the value of ]F% x F2 x F§ x
F? x 3 x 7, the propagation for the F'L function is calculated on D;g;&% (o) - F1Eval
in Algorithm[3] calculates the propagation characteristic table for the FL fﬁ'ﬁétion, where
SizeReduce eliminates k() if there exists j satisfying k() > kU). Moreover, the FL layer
consists of two F'L functions. Therefore, we have to consider the propagation characteristic
of the division property DZ’2’7’7’2’7’7’2’7’7’2’7, where each F'L function is applied to the left half
and the right one. FlLayerEval in Algorithm[3| calculates the propagation characteristic of
the division property for the FL layer.

5.4 Path Search for Integral Characteristic on MISTY1

We created the propagation characteristic table for the FI and FO functions in Sect.[5.1]
and [5.2] respectively. Moreover, we showed the propagation characteristic for the FL layer in
Sect.[5.3] By assembling these propagation characteristics, we create an algorithm to search
for integral characteristics on MISTY1. Since the input and the output are represented as

eight 7-bit values and four 2-bit values, the propagation is calculated on D;i g 7<22) 7“7 2<Z)7 27
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Algorithm 3 Propagation for FL layer
1: procedure FlEval(ki, k2,...,kes)

¢ <=0

3 (Z,C,T) = (k1+k4,k2+k5,]€3+k6)

4 for k7 < 0 to min(7,¢) do

5 for k3 <= 0 to min(2,c) do

6: for k5 <= 0 to min(7,r) do

7

8

(k:éll,ki/'nké) <~ (E - k/17c_ k}é,’f‘ - k,'é)
: if (ki <7)A(Ks <2)A(kh <7) then
9: d<qd+1

10: k') = (K K, kb, Ky, K, KkG)
11: end if
12: end for
13: end for
14: end for
15: return SizeReduce(k™, k®, ..., k(q,))
16: end procedure
1: procedure FllLayerEval(k® k@ . . . k(@)

2 g <0

3 for i <1 to g do

4 e g g0 = Fi1Eval (kY kS, k)
5: P @ e < FiEval (B8 B LKD)
6 for j < 1to ¢, do

7 for ;' < 1 to ¢ do

8

: ¢ =q +1
9: k') = (EY),Eé‘”,fé”li”%é”,ﬁé”,7"5] ),7"%] )7Tg1 ),Tff ),réj )7ré‘7 ))
10: end for
11: end for

12: end for
13: return (k'®, k'@ k')
14: end procedure

The FL layer is first applied to plaintexts, and it deteriorates the propagation of the
division property. Therefore, we first remove only the first FL layer and search for integral
characteristics on MISTY1 without the first FL layer. The method for passing through the
first FL layer is shown in the next paragraph. Algorithm[4]shows the search algorithm for in-
tegral characteristics on MISTY 1 without the first FL layer. The straightforward implemen-
tation requires impractical calculation time because the perfect processing of SizeReduce
requires O(q'?) time complexity. Notice that the result of Algorithm does not change even
if we do not perform SizeReduce. Therefore, we roughly but fast perform SizeReduce.
Since the excessive rough SizeReduce causes redundant processing in the next round, we
have to search for efficient degree of roughness.

As a result, we can construct 6-round integral characteristics without the first and last
FL layers. Each characteristic uses 263 chosen plaintexts, where any one bit of the first
seven bits is constant and the others take all values. Appendix[C| shows the propagation
characteristic of the division property. Figure[6] shows the 6-round integral characteristic,
where the bit strings labeled B, i.e., the first 7 bits and last 32 bits, are balanced. Notice
that the 6-round characteristic becomes a 7-round characteristic if the FL layer that is
inserted after the 6th round is removed. Compared with the previous 4-round characteris-
tic [HTKO04/TSSKOS§|, our characteristic is improved by two rounds.
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Algorithm 4 Path search for r-round characteristics without first FL layer

1: procedure RoundFuncEval(k:m, E?, .. k(q))
2: ¢ =0

3: for i <=1 to g do _

4: for all x s.t. z; < k]@ forall j=1,2,...,6 do

5: (r1,7r2,73) < (/cg” — ml,kéi) — :c27k§i) — x3)

6: (ra,rs,re) < (kff) — m4,kéi) - x5,kéi) — x6)

7 y y@ Ly = FOEval(x1, x2, T3, T4, Ts, T6)

8: for i’ < 1 to ¢, do

9: (b, b, 0s) <= (B + ) kD 495 k8D + 45y
10: (0,65, 06) = (kS0 + 8 k5D + 55 6 +487)
11: if ¢, <7 for j' € {1,3,4,6} and £;; <2 for j' € {2,5} then
12: d<qd+1

13: k?/(q/) = (f1,€2,(3,€4,€5,£6,7“1,7’2,7”3,7"4,7“5,7"6)
14: end if

15: end for

16: end for

17: end for

18: return SizeReduce(k'™ k'® ... k')
19: end procedure

1: procedure MistylEval(ki, k2,...,ki2,7)

2: ED k@ kY9 < RoundFuncEval (k) > 1st round
3: fori=1tor do

4: if i is even then

5: EV k@ kY < FlLayerEval(kW k@, .. k@) > FL Layer
6: end if

7 EM k@ .k < RoundFuncEval(k™ k@ ... k@) > (i+1)th round
8: end for

9: end procedure

As shown in Sect. the S; of MISTY1 has the vulnerable property that D] is provided
from Df. Interestingly, assuming that S7 does not have this property (change lines
in S7Eval), our algorithm cannot construct the 6-round characteristic.

We already know that MISTY1 has the 14th order differential characteristic, which is
shown in [THK99], and the principle was also discussed in [BFO0JCV02]. We also evaluate
the principle of the characteristic by using the propagation characteristic of the division
property. As a result, we confirm that the characteristic always exists if each algebraic
degree Sg and S7 is 2 and 3, respectively. This result implies that the existence of the 14th
order differential characteristic is only derived from the algebraic degree of S-boxes. Namely,
even if different S-boxes are chosen in S7 and Sy, the 14th order differential characteristic
exists unless the algebraic degree increases. The detail is discussed in Appendix[D}

Passage of First FL Layer Our new characteristic removes the first FL layer. Therefore,
we have to create a set of chosen plaintexts to construct integral characteristics by using
guessed round keys KLq 1 and K L; . Here, we have to carefully choose the set of chosen
plaintexts to avoid the use of the full code book (see Fig. Fig. and Fig.@. In every
figure, A; denotes for which we prepare an input set that ¢ bits are active. As an example, we
consider an integral characteristic for which the first one bit is constant and the remaining
63 bits are active. Since all bits of the right half are active, we focus only on the left
half. We first guess that K'L;2[l] = 1, and we then prepare the set of plaintexts like in
Fig.[7l We next guess that (KLy1[1], KL12[1]) = (0,0), and we then prepare the set of
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Di6,2,7,7,2,7,7,2,7,7,2,7] KL KLy [1]=+
| A KLi[l]=1
o) ! (OALG OALG)
—{_ro_| L 0 149
Ly
=
— o —9 i (145 Aw)

|

Fig. 7. KLLQ =1

G
KLy, KL11[1]=0
—{ o f—¢ L KLyo[1]=0
— (0415 1A5)
KLio (11415 01415)

— o |—9¢ L]
>-<v - (1415 Au)

Fig.8. KL11 =0,KL12=0
o
KL, KL [1]=1
'I'.‘. | KL 5[1]=0
-—n® (0As5 0As5)
KL1_2 (1A1r, OAM)
|
o Ill ,!,
(Bee —— ) (BBB BBB) - (041 Aw)
Fig. 6. New 6-round integral characteristic Fig.9. KLi1 =1,KL12=0

plaintexts like in Fig.[8] Moreover, we guess that (K Ly 1[1], KL12[1]) = (1,0), and we then
prepare the set of plaintexts like in Fig.[9] Their chosen plaintexts construct 6-round integral
characteristics if the guessed key bits are correct. Notice that we do not use 2%2 chosen
plaintexts as (1415 1415 Aig Asg). Thus, our integral characteristics use 264 — 262 ~ 263.58
chosen plaintexts.

6 Key Recovery Using New Integral Characteristic

This section shows the key recovery step of our cryptanalysis, which uses the 6-round
integral characteristic shown in Sect. In the characteristic, the left 7-bit value of X7L is
balanced. To evaluate this balanced seven bits, we have to calculate two FL layers and one
FO function by using the guessed round keys. Figure[I0] shows the structure of our key
recovery step.

6.1 Sub Key Recovery Using Partial-Sum Technique

We guess K Ly 1[i](= Ki[i]) and K L »[i](= K7[i]) and then prepare a set of chosen plaintexts
to construct an integral characteristic. In the characteristic, seven bits X7L [1,...,7] are
balanced. Therefore, we evaluate whether or not X£[j] is balanced for j € {1,2,...,7} by
using a partial-sum technique [FKLT00].

In the first step, we store the frequency of 34 bits (C*, CF[4,16 4 j]) into a voting table
for j € {1,2,...,7}. Then, we partially guess round keys, discard the size of the voting table,
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LBUU U

K}

K, K3
C'i-16]  C[17-32] [l C"[16+]

Fig. 10. Key recovery step

Table 2. Procedure of key recovery step

Step|Guessed key|#guessed|New |Discarded values #texts|Values in set Complexity
total bits |value

1 0 25010, O 5,16 + 4]

2 |Ki, K} 32 X& |ct 23| xE, CR[j,16 + 4] 234932 — 966
3 |Ks, K 64 Dy | XE[,...,16) 234 Dy, X517,..., 32], C*[5,16 + ] 234164 _ 998
4 |Kalj). (K7) (65 Ds[j] |Drw/o D1lj] 2°0 | Difj], Dalg), X§[17, ..., 32, OF[j, 16 + 7]|2°1¥65 = 2%
5 |Ka, (Ki[j]) |81 Ds[j] | X§(17,...,32], Da[j] |2 |Da[j], Dalj], C"[j, 16 +j] 220481 = 9101
6 |Ks[i), K3lj] |83 X7 1) Dalj], Dsld), C*[3,16 + 4|20 | X7 (4] 24488 — 9%

and calculate the XOR of X7L [7]- Table summarizes the procedure of the key recovery step,
where every value is defined in Fig.[I0]

Step 1 Prepare the memory that stores how many times each 34-bit value (CL, CE[j, 16+5])
appears, and pick the values that appear odd times.

Step 2 Guess 32-bit (K7, K}), and calculate X from CL. Delete C* from the memory,
and store X{* into the memory. Namely, there are 34-bit value (X&%, C®[4, 16+ j]) in the
memory. The time complexity of Step 2 is 234 x 232 = 266,

Step 3 Guess 32-bit (Kg, Kt), and calculate D; from X&' Delete X£[1,...,16] from the
memory, and store D; into the memory. Namely, there are 34-bit value (D1, XF[17,. .., 32], CE[j, 16+
4]) in the memory. The time complexity of Step 3 is 234 x 264 = 298,

Step4 Guess 1-bit Kj[j], get K7 from (K7, Kg), which is already guessed in Step2 and
Step 3, and calculate Da[j] from D;. Delete Dy without D [j] from the memory, and store
Ds[j] into the memory. Namely, there are 20-bit value (D1 [j], Do[j], X&¥[17, ..., 32], O[], 16+
4]) in the memory. The time complexity of Step 4 is 234 x 265 = 299

Step 5 Guess 32-bit Ky, get K{[j] from (K7, K3), which is already guessed in Step 2 and
Step 5, and calculate Ds3[j] from (X&[17,...,32], D1[j]). Delete (X&[17,...,32], D1[4])
from the memory, and store Ds[j] into the memory. Namely, there are 4-bit value
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(Da[j], D3[j], C%[j,16 + j]) in the memory. The time complexity of Step 5 is 220 x 28! =
2101‘
Step 6 Guess 2-bit (K5[j], K5[j]), get Kj[j], which is already guessed in Step 4, and calcu-

late XF[j] from (Da[j], D3[j], CT[j, 16 + j]). The time complexity of Step 6 is 24 x 283 =
287,

The total time complexity is
966 4 998 4 999 | 9101 4 987 -, 910L5.

We repeat the above six steps for j € {1,2,...,7}. Therefore, the time complexity of the
key recovery step is 7 x 21015 = 21043,
The key recovery step has to guess the 124-bit key

KlaK2aK5[17 . '77]7K7>K87
KL, 7, KL, 7] KA, 7], KL K

Here, K7 and K{[1,...,7] are uniquely determined by guessing K7, Kg and K1, K», respec-
tively. Thus, the guessed key bit size is reduced to

K1>K2aK5[17 .- '77]7K77K87
Ké[l, .. .,7],Ké[1, .. .,7],Ké,

and it becomes 101 bits. Moreover, since we already guessed 2 bits, i.e., K;[i] and K%[i], to
construct integral characteristics, the guessed key bit size is reduced to 99 bits. For wrong
keys, the probability that X7L[1, ..., 7] is balanced is 2-7. Therefore, the number of the
candidates of round keys is reduced to 2°2. Finally, we guess the 27 bits:

Ks[8,...,16], K4[8,...,16], K48, ..., 16].

Notice that K3, K4, and K¢ are uniquely determined from (Ks, K3), (K3, K%), and (K5, K1),
respectively. Therefore, the total time complexity is 292127 = 2119 We guess the correct key
from 2'9 candidates by using two plaintext-ciphertext pairs, and the time complexity is
2119 4 2119-64 ~ 2119 We have to execute the above procedure against (Ki[i], K4[i]) =
(0,0),(0,1),(1,0),(1,1), and the time complexity becomes 4 x 2119 = 2121,

6.2 Trade-off between Time and Data Complexity

In Sect. we use only one set of chosen plaintexts, where (264 —262) chosen plaintexts are
required. Since the probability that wrong keys are not discarded is 277, a brute-force search
is required with a time complexity of 2128=7 = 219 and it is larger than the time complexity
of the partial-sum technique. Therefore, if we have a higher number of characteristics, the
total time complexity can be reduced.

To prepare several characteristics, we choose some constant bits from seven bits (i €
{1,2,...,7}). If we use a characteristic with ¢ = 1, we use chosen plaintexts for which
plaintext P” takes the following values

(00A14 00A14),(00A14 01A14),(01A14 00A14),(01A14 01A1),
(00A14 10A14),(00A14 11A14),(01A14 10A14),(01A14 11A14),
(10A14 00A14),(10A14 01A14), (11A74 00A14),(11A14 01A14),
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Table 3. Trade-off between time and data complexity

#characteristics| Complexity for partial-sum|Complexity for brute-force| Total
1 1 % 3 x 21043 o121 o121
2 2 % 3 x 21043 o117 o111
3 3 % 3 x 1043 o107 51083
1 4 % 3 x 21043 5100 51079
5 5 % 3 x 21043 593 1082

where A14 denotes that all values appear the same number independent of other bits, e.g.,
(00414 00A14) uses 260 chosen plaintexts because PR also takes all values. Moreover, if we
use a characteristic with ¢ = 2, we use chosen plaintexts for which P¥ takes the following
values

(00414 00A14),(00A14 10A14), (10414 00A14),(10A14 10A14),
(00414 01A14), (00414 11A14), (10414 01A14), (10414 11A),
(01414 00A14), (01414 10A14), (11414 00A1s), (11414 10A).

When both characteristics are used, they do not require choosing plaintexts for which PF
takes (11414 11A14). Therefore, (264 — 260) chosen plaintexts are required, and the proba-
bility that wrong keys are not discarded becomes 274, Similarly, when three characteristics,
which require (264 — 258) chosen plaintexts, are used, the probability that wrong keys are
not discarded becomes 272!,

Table[3] summarizes the trade-off between time and data complexity. For the use of each
characteristic, we have to execute three key recoveries with the partial-sum technique, i.e.,
for (KLy1(1], KLi2[1]) € {(*,1),(0,0),(1,0)}. It shows that the use of four characteristics
is optimized from the perspective of time complexity. Namely, when (264 — 256) ~ 263:994
chosen plaintexts are required, the time complexity to recovery the secret key is 21079,

7 Conclusions

In this paper, we showed a cryptanalysis of the full MISTY1. MISTY1 was well evaluated
and standardized by several projects, such as CRYPTREC, ISO/IEC, and NESSIE. We
constructed a new integral characteristic by using the propagation characteristic of the
division property. Here, we improved the division property by optimizing a public S-box.
As a result, a new 6-round integral characteristic is constructed, and we can recover the
secret key of the full MISTY1 with 2358 chosen plaintexts and 2'2! time complexity. If
we can use 203994 chosen plaintexts, our attack can recover the secret key with a time
complexity of 21979,
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A MISTY S-boxes
The ANF of S7 is represented as

y[0] = =[0] & = [1]=[3] & x[0]=[3]x[4] & z[1]z[5] & =[0]x[2]=[5] & [4]=[5]
& z[0]z[1]z[6] B =[2]z[6] B «[0]z[5]x[6] & =[3]x[5]x[6] & 1,
y[1] = z[0]z[2] @ x[0]z[4] & x[3|x[4] & x[1]x[5] & x[2]x[4]x[5] & =[6] & =[0]x[6]
@ z[3]x[6] ® x[2]x([3]x[6] B x[1]x[4]x[6] & x[0]z[5]x[6] & 1,
y[2] = z[1]z[2] ® z[0]=[2]z[3] & z[4] ® z[1]z[4] ® z[0]z[1]x[4] & z[0]x[5] & z[0]=[4]z[5]
® z[3]x[4]x([5] ® z[1])x[6] @ [3]x[6] ® z[0]x([3]x[6] ® x[4]x[6] ® x[2]x[4]=[6],
y[3] = z[0] ® z[1] ® z[0]z[1]z[2] ® z[0]z[3] ® z[2]z[4] ® z[1]z[4]z[5] ® z[2]z[6]
@ z[1)z[3]z[6] @ z[0]z[4]z[6] ® z[5]z[6] ® 1,
y[4] = =[2]z(3] @ =[0]z[4] & z[1][3]=[4] & [5] @ z[2)x[5] & z[1]x[2]z[5] & x[0]=[3]x[5]
@ z[1]z[6] B x[1]z([5]z[6] B z[4]z[5]x[6] & 1,
y[5] = z[0] ® z[1] & z[2] & z[0]z[1]z[2] & x[0]x[3] & z[1]x[2]z[3] & x[1]z[4]
@ z[0]z[2]z[4] @ z[0]z[5] ® «[0]z[1]x[5] & =[3]x[5] & z[0]x[6] & =[2]x[5]x[6],
y[6] = z[0]z[1] & z[3] ® «[0]z[3] B z[2]z[3]x[4] & z[0]x[5] & =[2]x[5] & x[3]x[5]
@ z[1]z[3]z[5] ® z[1]x[6] ® z[1]x[2]x[6] & =[0]z[3]x[6] ® x[4]x[6] @ x[2]z[5]=[6].

Moreover, the ANF of Sy is represented as

y[0] = z[0]x[4] ® z[0]z[5] ® z[1]z[5] ® z[1]z[6] B z[2]x[6] ® z[2]z[7] ® =[3]z[7] ® =[3]z[8]
® x[4]z[8] ® 1,

y[1] = z[0]z[2] & (3] & =([1]x([3] & =[2]x([3] & =([3]x[4] & z[4]z[5] & z[0]x[6] @ x[2]x[6]
@ z[7] ® z[0]x[8] ® =[3]x[8] ® z[5|=[8] ® 1,

y[2] = z[0]z[1] ® z[1]z[3] ® z[4] & =[0]z[4] & =[2]z[4] & z[3]z[4] & z[4]z[5] & z[0]x[6]
® z[5)z[6] ® x[1]z([7] & [3]z[7] & z[8],

y[3] = z[0] ® z[1]z[2] ® z[2]z[4] ® z[5] & z[1]z[5] & z[3]x[5] ® z[4]z[5] & z[5]x[6]
® z[1]z[7] & z[6]z[7] ® [2]=[8] ® =[4]=[8],

y[4] = z[1] ® z[0]z[3] ® z[2]z[3] ® z[0]z[5] ® z[3]z[5] ® z[6] B z[2]x[6] B z[4]x[6]
@ z[5]x[6] & z[6]x[7] & z[2]x[8] & x[7]x[8],

y[5] = z[2] ® z[0]z[3] ® z[1]z[4] ® z[3]z[4] ® x[1]z[6] ® x[4]z[6] & x[7] ® =[3]x[7]
® z[5]z[7] @ z[6]x[7] & x[0]x([8] & =[7]x[8],

y[6] = z[0]x[1] @ z[3] ® z[1]z[4] ® z[2]z[5] ® x[4]z[5] ® x[2]z[7] ® x[5]z[7] © x[8]
® z[0]x[8] ® x[4]x[8] & x[6]x[8] & x[7]x[8] & 1,

y[7] = z[1] ® z[0)z[1] ® z[1]z[2] ® z[2]z([3] ® z[0]z[4] ® z[5] ® z[1]z[6] & z[3]z[6]
® z[0]x[7] ® z[4]x[7] & z[6]x[7] & «[1]x[8] @ 1,

y[8] = z[0] @ =[0]=([1] ® z[1]=[2] ® =[4] ® =[0]=[5] B x[2]x[5] & [3]z[6] ® x[5]=[6]
@ z[0]z[7] @ x[0]x[8] & x[3]x[8] & z[6]x[8] & 1.
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B Proof of Propagation Rules

B.1 Proof of Rulel (Substitution)

Let F' be a function that consists of m S-boxes, where F; denotes the ith S-box and the bit
length and the algebraic degree is n; bits and d;, respectively. The input and the output
take a value of (F5* x F5? x --- x F4™), and X and Y denote the input multiset and the
output multiset, respectively.

Assumlng that the multiset X has the division property Dk(ll’;lz(g)"mk( 0> Prex Tu(x) =0

if W(u) 7t k@ holds for all i (1 <i < gq). First, we only apply the first S-box and evaluate
the d1v1510n property of the multiset whose elements are represented by (Fi(x1),z2,...,ZTm).
The division property is evaluated as follows

P mo(Fi(z1), 22, 2m) = P ((% o Fy)(x;) x Hﬂvi(ﬂfi))

xzeX xeX =2

_ @ @ Q’SIU10F1)7TU1 (z1) (H T, (%) )

xeX ule]Fgl

= @ (@ (a(uq”IOFl)ﬂ-m(xﬂ X HWUZ(SU@)>> .

Uy EF;LI zeX =2

Therefore, for any v € (Fy* x F3? x --- x F§™), the parity becomes 0 if

Ty, OF i 7rv oF}
@ (agil 1 1)7rul($1) X H’/Tvz(xz)> - ( ! 1) @ ul,vz,v37 .U )(x)

weX =2 weX
is 0 for all u; € F5'. Since the algebraic degree of (m,, 0 F1) is at most w(v1) xd, a (m’loFl) =0
if w(uy) > w(vy1) x di. Therefore, the parity becomes unknown only if we cannot determine
the value of @ ,cxt T(u1,v9,03,....0m) (T) for w(u1) < w(vy) x di. From the division property of
the input multiset, @ cx T(uy,v2,03,....0m) () = 0 if W(v1, ug, us, ..., um) % k() holds for all
i (1 <i < q). Therefore, the following relation

W (ur,v9, 03, ., vm) F kD = (w(v1) x di, w(v2), ..., w(vm)) F kD

(0
s (w(vr), w(va), ..., (o)) ({H ORTCY ...,,k,gg)

1,125..,1m,

/(1) or(2) , Where

holds, and then the division property of the output multiset becomes D (@)

-----

' ‘ ' () . .
(k’l(]),k;(j),...,k%)) — <|thzi“ 7/{;(])’”"]{;;2])) for 1 <j<gq.

Finally, Rule1 is proven by repeating the same procedure for other S-boxes.
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B.2 Proof of Rule2 (Copy)

Let F' be a copy function, where the input x takes a value of ; and the output is calculated
as (y1,y2) = (x,z). Let X and Y be the input multiset and the output multiset, respectively.

Assuming that the multiset X has the division property D}, @, cx mu(z) = 0 for w(u) <
k. The division property of Y is evaluated as follows

@W(m,m)(x?x) = @ (7TU1 (z) x sz(x)) :

zeX zeX

When w(vy) +w(ve) is less than k at least, the parity is always 0 because P, cx mu(z) =0
for w(u) < k. Therefore, the division property of Y is D7)}, , ), ki) B

KD = (k—i4) for 0<i<k.

Thus, Rule2 is proven.

B.3 Proof of Rule3 (Compression by XOR)

Let F' be a compression function by an XOR, where the input (z,z2) takes a value of
(F% x F§) and the output is calculated as y = z1 @ x2. Let X and Y be the input multiset
and the output multiset, respectively.

Assuming that the multiset X has the division property Dk(l) &), k@) Dorcx Tulz) =0

if W (u) # k@ holds for all i (1 <i < g). The division property of Y is evaluated as follows

@ o (1 B 20) = @ To(21 @ 22)

(z1,22)€X (z1,22)€X

B (ﬁ i mafi vm>

(z1,22)€X

- @ (@ (i)

(z1,x2)eX \we{l,2}m

Therefore, for any v € Fy, the parity becomes 0 if
® (I1-1")
(z1,22)€X

is 0 for all w € {1,2}". In this case, the parity becomes unknown only if we choose at least
k' bits from y € Y, where

K = min{kY + k57 6P + kDB 4+ k)

Notice that the parity becomes 0 for all v if & is greater than n. Thus, Rule 3 is proven.
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B.4 Proof of Rule4 (Split)

Let F be a split function, where the input = takes a value of F; and the output is calculated
as ¢ = y1||y2, where (y1,y2) takes a value of (F5* x F;™ ™). Let X and Y be the input
multiset and the output multiset, respectively.

Assuming that the multiset X has the division property D}, @, cx mu(z) = 0 for w(u) <
k. The division property of Y is evaluated as follows

@ T (v1,v2) (y17 y2) = @ Ty ||ve (yl ”y2)’

rzeX zeX

When w(vy) +w(ve) is less than k at least, the parity is always 0 because @, x mu(z) =0
n1,n—n1
Dk/(l>,k’(2>,...,k’(k+1) as

for w(u) < k. Therefore, the division property of Y is
KO = (k—i,4) for 0<i<k.

Notice that we cannot choose more than ny; and n — n; bits from y; and yo, respectively.

Thus, Rule4 is proven.

B.5 Proof of Rule5 (Concatenation)

Let F' be a concatenation function, where the input (z1, z2) takes a value of (F3* x F3?) and
the output is calculated as y = x1||za. Let X and Y be the input multiset and the output
multiset, respectively.

Assuming that the multiset X has the division property DZgl’;Z@),m,k(q)’ Docx Tulz) =0

if W (u) # k@ holds for all i (1 <i < ¢). The division property of Y is evaluated as follows

B mlz)= P mw@illz) = B T (1 72)

(z1,22)€X (z1,22)€X (z1,22)€X
Therefore, the parity becomes unknown only if we choose at least &’ bits from y € Y, where
K = min{kY + k57 6 + kDB 4+ k)

Thus, Ruleb5 is proven.



C Propagation from D

When the input set has the division property D
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T,2,7,7,2,7,7,2,7,7,2,7
(6,2,7,7,2,7,7,2,7,7,2,7]

7,2,7,7,2,7,7,2,7,7,2,7
6,2,7,7,2,7,7,2,7,7,2,7]

the division property of

the set of texts encrypted 6 rounds without the first and the last FL layers is represented

s D

Assuming that X has the division property D

7727777727777727777727
k) E(2) . k(132)

(0,0,0,0,0,0,0,0,0,0,0,4)
(0,0,0,0,0,0,0,0,0,1,0,3)
(0,0,0,0,0,0,0,0,0,2,0,2)
(0,0,0,0,0,0,0,0,0,3,0,1)
(0,0,0,0,0,0,0,0,1,0,0, 3)
(0,0,0,0,0,0,0,0,1,1,0,2)
(0,0,0,0,0,0,0,0,1,2,0,1)
(0,0,0,0,0,0,0,0,2,0,0,2)
(0,0,0,0,0,0,0,0,2,1,0,1)
(0,0,0,0,0,0,0,0,3,0,0,1)
(0,0,0,0,0,0,0,0,7,0,0,0)
(0,0,0,0,0,0,0,1,0,0,2,1)
(0,0,0,0,0,0,0,1,0,1,2,0)
(0,0,0,0,0,0,0,1,0,3,0,0)
(0,0,0,0,0,0,0,1,1,0,2,0)
(0,0,0,0,0,0,0,1,1,2,0,0)
(0,0,0,0,0,0,0,1,2,1,0,0)
(0,0,0,0,0,0,0,2,0,0,1,1)
(0,0,0,0,0,0,0,2,0,1,1,0)
(0,0,0,0,0,0,0,2,1,0,1,0)
(0,0,0,0,0,0,1,0,0,0,0, 3)
(0,0,0,0,0,0,1,0,0,1,0,2)
(0,0,0,0,0,0,1,0,0,2,0,1)
(0,0,0,0,0,0,1,0,1,0,0,2)
(0,0,0,0,0,0,1,0,1,1,0,1)
(0,0,0,0,0,0,1,0,2,0,0,1)
(0,0,0,0,0,0,1,0,5,0,0,0)
(0,0,0,0,0,0,1,1,0,0,2,0)
(0,0,0,0,0,0,1,1,0,2,0,0)
(0,0,0,0,0,0,1,1,1,1,0,0)
(0,0,0,0,0,0,1,2,0,0,1,0)
(0,0,0,0,0,0,2,0,0,0,0,2)
(0,0,0,0,0,0,2,0,0,1,0,1)
(0,0,0,0,0,0,2,0,1,0,0,1)
(0,0,0,0,0,0,2,0,4,0,0,0)
(0,0,0,0,0,0,2,1,0,1,0,0)
(0,0,0,0,0,0,3,0,0,0,0,1)
(0,0,0,0,0,0,3,0,3,0,0,0)
(0,0,0,0,0,0,4,0,0,1,0,0)
(0,0,0,0,0,0,5,2,0,0,0,0)
(0,0,0,0,0,1,0,0,0,0,0,0)
(0,0,1,0,0,0,0,0,0,0,0,0)
(1,0,0,0,0,0,0,0,0,0,1,0)
(1,0,0,0,0,0,0,1,0,0,0,0)

(0,0,0,0,0,0,0,0,0,0,1, 3)
(0,0,0,0,0,0,0,0,0,1,1,2)
(0,0,0,0,0,0,0,0,0,2,1,1)
(0,0,0,0,0,0,0,0,0,3,1,0)
(0,0,0,0,0,0,0,0,1,0,1,2)
(0,0,0,0,0,0,0,0,1,1,1,1)
(0,0,0,0,0,0,0,0,1,2,1,0)
(0,0,0,0,0,0,0,0,2,0,1,1)
(0,0,0,0,0,0,0,0,2,1,1,0)
(0,0,0,0,0,0,0,0,3,0,1,0)
(0,0,0,0,0,0,0,1,0,0,0,3)
(0,0,0,0,0,0,0,1,0,1,0,2)
(0,0,0,0,0,0,0,1,0,2,0,1)
(0,0,0,0,0,0,0,1,1,0,0,2)
(0,0,0,0,0,0,0,1,1,1,0,1)
(0,0,0,0,0,0,0,1,2,0,0,1)
(0,0,0,0,0,0,0,1,5,0,0,0)
(0,0,0,0,0,0,0,2,0,0,2,0)
(0,0,0,0,0,0,0,2,0,2,0,0)
(0,0,0,0,0,0,0,2,1,1,0,0)
(0,0,0,0,0,0,1,0,0,0,1,2)
(0,0,0,0,0,0,1,0,0,1,1,1)
(0,0,0,0,0,0,1,0,0,2,1,0)
(0,0,0,0,0,0,1,0,1,0,1,1)
(0,0,0,0,0,0,1,0,1,1,1,0)
(0,0,0,0,0,0,1,0,2,0,1,0)
(0,0,0,0,0,0,1,1,0,0,0,2)
(0,0,0,0,0,0,1,1,0,1,0,1)
(0,0,0,0,0,0,1,1,1,0,0,1)
(0,0,0,0,0,0,1,1,4,0,0,0)
(0,0,0,0,0,0,1,2,0,1,0,0)
(0,0,0,0,0,0,2,0,0,0,1,1)
(0,0,0,0,0,0,2,0,0,1,1,0)
(0,0,0,0,0,0,2,0,1,0,1,0)
(0,0,0,0,0,0,2,1,0,0,0, 1)
(0,0,0,0,0,0,2,1,3,0,0,0)
(0,0,0,0,0,0,3,0,0,0,1,0)
(0,0,0,0,0,0,3,1,2,0,0,0)
(0,0,0,0,0,0,5,0,2,0,0,0)
(0,0,0,0,0,0,7,0,1,0,0,0)
(0,0,0,0,1,0,0,0,0,0,0,0)
(0,1,0,0,0,0,0,0,0,0,0,0)
(1,0,0,0,0,0,0,0,0,1,0,0)
(1,0,0,0,0,0,1,0,0,0,0,0)

7,2,7,7,2,7,7,2,7,7,2,7
kD k2 k@

T Here, 132 vectors are represented as follows:

(0,0,0,0,0,0,0,0,0,0,2,2)
(0,0,0,0,0,0,0,0,0,1,2,1)
(0,0,0,0,0,0,0,0,0,2,2,0)
(0,0,0,0,0,0,0,0,0,4,0,0)
(0,0,0,0,0,0,0,0,1,0,2,1)
(0,0,0,0,0,0,0,0,1,1,2,0)
(0,0,0,0,0,0,0,0,1,3,0,0)
(0,0,0,0,0,0,0,0,2,0,2,0)
(0,0,0,0,0,0,0,0,2,2,0,0)
(0,0,0,0,0,0,0,0,4,1,0,0)
(0,0,0,0,0,0,0,1,0,0,1,2)
(0,0,0,0,0,0,0,1,0,1,1,1)
(0,0,0,0,0,0,0,1,0,2,1,0)
(0,0,0,0,0,0,0,1,1,0,1,1)
(0,0,0,0,0,0,0,1,1,1,1,0)
(0,0,0,0,0,0,0,1,2,0,1,0)
(0,0,0,0,0,0,0,2,0,0,0,2)
(0,0,0,0,0,0,0,2,0,1,0,1)
(0,0,0,0,0,0,0,2,1,0,0,1)
(0,0,0,0,0,0,0,2,4,0,0,0)
(0,0,0,0,0,0,1,0,0,0,2,1)
(0,0,0,0,0,0,1,0,0,1,2,0)
(0,0,0,0,0,0,1,0,0,3,0,0)
(0,0,0,0,0,0,1,0,1,0,2,0)
(0,0,0,0,0,0,1,0,1,2,0,0)
(0,0,0,0,0,0,1,0,2,1,0,0)
(0,0,0,0,0,0,1,1,0,0,1,1)
(0,0,0,0,0,0,1,1,0,1,1,0)
(0,0,0,0,0,0,1,1,1,0,1,0)
(0,0,0,0,0,0,1,2,0,0,0,1)
(0,0,0,0,0,0,1,2,3,0,0,0)
(0,0,0,0,0,0,2,0,0,0,2,0)
(0,0,0,0,0,0,2,0,0,2,0,0)
(0,0,0,0,0,0,2,0,1,1,0,0)
(0,0,0,0,0,0,2,1,0,0,1,0)
(0,0,0,0,0,0,2,2,2,0,0,0)
(0,0,0,0,0,0,3,0,0,2,0,0)
(0,0,0,0,0,0,3,2,1,0,0,0)
(0,0,0,0,0,0,5,1,1,0,0,0)
(0,0,0,0,0,0,7,1,0,0,0,0)
(0,0,0,1,0,0,0,0,0,0,0,0)
(1,0,0,0,0,0,0,0,0,0,0,1)
(1,0,0,0,0,0,0,0,1,0,0,0)
(2,0,0,0,0,0,0,0,0,0,0,0)

, @B ex ©j becomes 0 if there

exist k() such that /-c](-i) is greater than 1. From the last vector of 132 vectors, k; takes 2.
Therefore, we can know that the first 7 bits are balanced.
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D 14th Order Differential Characteristic Revisited

In [HTKO04] and [T'SSKO08], they used the 14th order differential characteristic, where 14 bits
PR[10 — 16,26 — 32] are active and the others are constant. In the characteristic, the first
seven bits of Xé% are balanced. Moreover, they extended the characteristic to 46th order
differential characteristic, where 14 bits P*[10 — 16,26 — 32] and 32 bits P are active and
the others are constant. In the characteristic, the first seven bits of X é; are balanced. We
revisit their characteristics from the perspective of the propagation characteristic of the
division property.

We assume that Sy is a any 9-bit bijective function with degree 2 and S7 is a any 7-bit
bijective function with degree 3. We search for integral characteristics, and then the division
property propagates as follows:

NN ONN NN NN NN
DZ, 020020027 D? T2 22T

ED k). k(w)
k= (0,0,0,0,0,0,0,0,7,0,0,7)] = |kM =(1,0,0,0, 0,0,0,0, 0,0,0,0)
k2 =(0,1,0,0,0,0,0,0,0,0,0,0)
E®) = (0,0,1,0,0,0,0,0,0,0,0,0)
k@ = (0,0,0,1,0,0,0,0,0,0,0,0)
E®) = (0,0,0,0,1,0,0,0,0,0,0,0)
( )
( )
( )
(

4 rounds

E©) = (0,0,0,0,0,1,0,0,0,0,0,0
k(™ = (0,0,0,0,0,0,2,0,0,0,0,0
E®) = (0,0,0,0,0,0,0,1,0,0,0,0
E®) = (0,0,0,0,0,0,0,0,1,0,0,0)
k19 = (0,0,0,0,0,0,0,0,0,1,0,0)
k1D = (0,0,0,0,0,0,0,0,0,0,1,0)
k() = (0,0,0,0,0,0,0,0,0,0,0,1)

This result implies that the existence of 14th order differential characteristic is derived from
the bit length and the algebraic degree of S-boxes. Even if different S-boxes are chosen in S7
and Sy, the 14th order differential characteristic exists unless the algebraic degree increases.
Similar observations were also discussed in [BEOOICV02].

Moreover, we revisit the 46th order differential characteristic. Namely, we evaluate the
propagation characteristic of the division property, where the input set has the division

property D[70’20’7770’267777227777’22’77] As a result, we can get an integral characteristic that the first

16 bits of X¥ are balanced. In the simple extension shown in [HTKO04] and [TSSKO0S]|, only
the first 7 bits are balanced. Thus, we can prove that the number of balanced bits becomes
not 7 bits but 16 bits.
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E Example: Propagation from ’DL’;’L] against F'I function

We consider the propagation characteristic of the division property against the F'I function

(see Fig.. Assume that X has the division property D[74’722”76].

From X; to Xs : Since the first 7-bit value and the second 2-bit value are concatenated,

Rule 5 is applied. Thus, the multiset Xo has the division property D?ﬁjﬁ]'

From Xs to X3 : Since the 9-bit S-box Sy is applied, Rule 1 is applied. Thus, the multiset
X3 has the division property D%lﬂ.

From X3 to X, : Since the first 9-bit value are split to 2-bit and 7-bit values, Rule4 is

applied. Thus, the multiset X4 has the division property D[20’73’7(ﬂ (1,2,6),[2,1,6]°

From X, to X5 : Since the second 7-bit value is XORed with the last 7-bit value, Rule 2
and Rule 3 are applied. In this case, the propagation of the division property is calculated
as

[0,3,6] = [0,3,6],[0,4,5],[0,5,4],[0,6,3],[0,7,2],
[1,2,6] = [1,2,6],[1,3,5],[1,4,4],[1,5,3],[1,6,2], [1,7,1],
2,1,6] = [2,1,6],[2,2,5],[2,3,4],[2,4,3],[2,5,2],[2,6,1],[2,7,0].

The position is rotated, and then the division property of X5 has DZ}%’)Tk(Q%“.’k(lB), where

18 vectors are represented as

[6,0,3],[5,0,4],[4,0,5],[3,0,6],[2,0,7],
6,1,2),[5,1,3],[4,1,4],[3,1,5],[2,1,6],[1,1,7],
[6,2,1],[5,2,2],[4,2,3],[3,2,4],[2,2,5], [1,2,6], [0, 2, 7.

From X5 to Xg : Since the 7-bit S-box S7 is applied, Rule1 is applied. Here, we exploit
the vulnerable property of S7. Thus, the following 18 vectors

[4,0,3],[2,0,4],[2,0,5],[1,0,6],[1,0,7],
[4,1,2],[2,1,3],[2,1,4],[1,1,5],[1,1,6], [1, 1, 7],
[4,2,1],[2,2,2],[2,2,3],[1,2,4], [1,2,5],[1,2,6], 0, 2,7],

are calculated. For example, the vector [2,0,5] is removed because [2,0,5] = [2,0,4].
Similarly, remove redundant vectors, and the division property of Xg has ’D;’(Ql’;k(?)’w £(10)
where 10 vectors are represented as
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From Xg to X7 : Since the first 7-bit value is XORed with the last 7-bit value, Rule 2 and
Rule 3 are applied. In this case, the propagation of the division property is calculated as

0,2,7] = [0,2,7],[1,2,6],[2,2,5],[3,2,4], [4,2,3],[5,2,2],[6,2, 1], [7,2,0].
1,0,6 1,06,2,0,5,304,[4,03],[5,02],[6,0,1],[7,0,0],
1,1,5) = [1,1,5],[2,1,4],[3,1,3],[4,1,2], [5,1,1], [6, 1, 0],
1,2,4] = [1,2,4],[2,2,3],[3,2,2],[4,2,1], 5, 2, 0],

,[5,0,1],16,0,0],

[5,1,0]

2,1,3] = [2,1,3],[3,1,2],[4,1,1],[5, 1,0],
2,2,2] = [2,2,2],[3,2,1],[4,2,0],

4,0,3] = [4,0,3],[5,0,2],[6,0,1],[7,0,0],
4,1,2 4,1,2,5,1,1,6,1,0,
.[5,2,0],

7

[0,2,7] = 10,2,7],[1,2,6], [2,

[1,0,6] = [1,0,6],[2,0,5], [3,0,4]
[1,1,5] = [1,1,5],[2,1,4], 3,1, 3]
[1,2,4] = [1,2,4],[2,2,3], 3,2,2]
[2,0,4] = [2,0,4],[3,0,3], [4,0,2]
2,1,3] = [2,1,3],[3,1,2], [4,1,1]
2,2,2] = [2,2,2],[3,2,1], [4,2,0]
[4,0,3] = [4,0,3],[5,0,2],[6,0,1]
[4,1,2] = [4,1,2],[5,1,1], [6,1,0]
[4,2,1] = [4,2,1],5,2,0]

Remove redundant vectors, the position is rotated, and then the division property of Xr

has Dz(71>7k(2) EOT where 17 vectors are represented as

[0,0,7],]0,0,6],0,1,5],[0,2,4], 0,3, 3], 0,4, 2], 0,6, 1],[1,0, 5], [1, 1,4],
1,2,3],[1,3,2],[1,5,1],[2,0,4], (2,1, 3],[2,2, 2], 2,4, 1],[2, 7, 0].
From X7 to Xg : Since the first 2-bit value and the second 7-bit value are concatenated,
Rule 5 is applied. Then, the following 17 vectors
[0,7],[0,6],[1,5],[2,4],[3,3],[4,2], [6,1], [1,5], [2,4],
3,3],[4,2],[6,1],[2,4],[3,3], [4,2],[6,1],[9, 0],

are calculated. Remove redundant vectors, and the division property of Xg has D (1) PCI L

where 7 vectors are represented as
[0,6],[1,5],[2,4],[3,3], [4,2],[6,1],[9,0].
From Xg to Xy : Since the 9-bit S-box Sy is applied, Rule 1 is applied. Then, the following
7 vectors

[0,6], [1,5], [1, 4], 2, 3], [2,2], [3, 1], 9, 0],

are calculated. Remove redundant vectors, and the division property of Xg has DY (1) B k)

where 5 vectors are represented as
[0,6], [1,4],[2,2], [3,1], 9, 0].
From Xy to Xy : Since the first 9-bit value are split to 2-bit and 7-bit values, Rule4 is

applied. Thus, the multiset X;y5 has the division property Dig;k L k(10)° where 10

vectors are represented as

0,0,6],
0,1,4],[1,0,4],
0,2,2],[1,1,2],[2,0,2],
0,3,1],[1,2,1],[2,1,1],
2,7,0].
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From X;g to X;; : Since the second 7-bit value is XORed with the last 7-bit value, Rule 2
and Rule 3 are applied. In this case, the propagation of the division property is calculated

[0,0,6] = [0,0,6],[0,1,5],[0,2,4],[0,3,3],[0,4,2],0,5,1],[0,6,0],
[0,1,4] = [0,1,4],0,2,3],[0,3,2],[0,4,1], 0,5, 0]

[1,0,4] = [1,0,4],[1,1,3],[1,2,2],[1,3,1],[1,4,0]

[0,2,2] = [0,2,2],0,3,1],[0, 4, 0]

[1,1,2] = [1,1,2],[1,2,1],[1,3,0]

2,0,2] = [2,0,2],[2,1,1],[2,2,0]

[0,3,1] = [0,3,1], 0,4, 0]

[1,2,1] = [1,2,1],[1,3,0]

2,1,1] = [2,1,1],[2,2,0]

2,7,0] = [2,7,0]

Remove redundant vectors, the position is rotated, and then the division property of

Xi1 has Dku) B k(2 where 12 vectors are represented as
[ M }7 ) Y [ b ]7 [17 07 ]7 ) ? [ b 1]7
[ b }7 b Y b Y [47 07 J ) 17 J M

Algorithm[I] can automatlcally search for the propagation characteristic of the division prop-
erty from any D . We create the propagation characteristic tables, which are shown in
Appendix|[G] by 1mplement1ng Algorithm[I]

F Experimental Search for Propagation Characteristic of Division
Property

We also experimentally evaluated the propagation characteristic against the F'I function. In
our experimental search, for any D[IJ; ’k ke]? W created 100 random input multisets, and then
evaluated the propagation characterlstlc As a result, we confirmed that the propagation
characteristics of the division property against the F'I function are the same as those shown
in Appendix[G]
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G Propagation Characteristic Table against F'I function

Table 4. Division property of input is Dgfz

k of D [[EW kD, KD of DI, o)

(000) [[(000)

(001) [[(001) (010)(100)

(002) [[(001)(010)(100)

(003) [[(001)(020) (100)

(004) [[(002) (011)(020)(101)(110)(200)

(005) [[(002)(011)(101)(110)(200)

(006) [[(003)(012)(021)(102)(111)(120)(201)(210)(300)
(007 [[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(010) [[(001)(010)(100)

(011) [[(001)(010)(200)

(012) [[(002)(011)(020)(101)(110)(200)

(013) [[(002) (011)(020)(101)(110)(200)

(014) [[(002)(011)(101)(110)(300)

(015) (003)(012)(021)(102)(111)(120)(201)(210)(300)
(016) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(017 [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310)(500)
(020) [[(001) (010)(100)

(021) [[(001)(010)(200)

(022) [[(002)(011)(020)(101)(110)(200)

(023) [[(002)(011)(020)(101)(110)(200)

(024) [[(002)(011)(101)(110)(300)

(025) [[(003)(012)(021)(102)(111)(120)(201)(210)(300)
(026) [[(003)(012)(021)(102) (111)(120)(201)(210)(400)
(027 [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500
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Table 5. Division property of input is DZ?I

™, 6@ k@D of D7

k(1> k(2. ... k(@

(001) (010)(100)

(001) (010)(200)

(002)(011)(020)(101)(110)(200)
(002)(011)(020) (101) (110)(200)

(002)(011)(101)(110)(300)
(003)(012)(021)(102)(111)(120)(201)(210)(300)
(003)(012)(021)(102)(111)(120)(201)(210) (400)
(004)(013)(022) (103)(112)(121)(202)(211)(220)(301) (310) (500)
(001)(010)(100)

(001)(010)(200)

(002)(011)(020) (101) (L10)(200)
(002)(011)(020)(101)(110)(200)

(002)(011)(101)(110)(300)
(003)(012)(021)(102)(111)(120)(201)(210) (300)
(003)(012)(021)(102)(111)(120)(201)(210) (400)
(004)(013)(022) (103)(112)(121)(202)(211)(220)(301) (310) (500)
(001)(010)(200)

(002)(011)(020) (101) (110)(300)

(002) (011)(020) (101) (110)(300)

(002)(011)(101)(110)(300)
(003)(012)(021)(102)(111)(120)(201)(210) (400)
(003)(012)(021)(102)(111)(120)(201)(210) (400)
(004)(013)(022) (103)(112)(121)(202)(211)(220)(301) (310) (500)
(004)(013)(022) (103)(112)(121)(202)(211)(220)(401) (410) (600)
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Table 6. Division property of input is D;fz

kof Dy [k, kP, K@ of DT o) L
(200) |[(001)(010)(100)
(201) |[(001)(010)(200)
(202) [[(002)(011)(020)(101)(110)(200)
(203) [[(002)(011)(020)(101)(110)(200)
(204) |[(002)(011)(101)(110)(300)
(205) |[(003)(012)(021)(102)(111)(120)(201)(210)(300)
(206) {[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(207) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)((301)(310)(500)
(210) |[(001)(010)(200)
(211) {[(002)(011)(020)(101)(110)(300)
(212) {[(002)(011)(020)(101)(110)(300)
(213) |[(002)(011)(101)(110)(300)
(214) {[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(215) ([(003)(012)(021)(102)(111)(120)(201)(210)(400)
(216) |[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310)(500)
(217) |[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)
(220) |[(001)(010)(200)
(221) [[(002)(011)(020)(L01)(L10)(300)
(222) [|[(002)(011)(020)(101)(110)(300)
(223) |[(002)(011)(101)(110)(300)
(224) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(225) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)
(226) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310)(500)
(227) |[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)
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Table 7. Division property of input is D; 2,7

TED ™ k@ of DT

kD) k(2. k@)

(001)(010)(200)

(002)(011)(020)(101)(110)(300)

(002)(011)(020) (101) (110)(300)

(002)(011)(101)(110)(300

(003)(012) (021 120)(201)(210)(400

(003)(012)(021)(102)(111)(120)(201)(210

(004)(013)(022) (103) (112 211)(220)(301) (310) (500)

(101) (110)
(101)(110)
(110)(300)
(102) (111)
(102)(111)
(103) (112)
(103) (112)

e e e
—~| [
~| [~
==

(
(400
(
(

|| ==

) )
) )
121) (202)
(004)(013)(022) (103)(112)(121)(202)

211)(220

(401)(410)(600)

(001)(010)(200

(002)(011)(020) (101) (110)(300)

(002)(011)(020)(101)(110 00)

(002)(011)(101)(110

300
120

102 201)(210)400

111
(003)(012)(021)(102 120)(201

111
(004)(013)(022 121

[ — | —

( (210) (400)

( (210) (400)
103) (112 (202)(211)(220)(301) (310) (500)
121)(202) (211)(220) (401) (410) (600)

004)(013)(O22

103) (112
300

002)((011)(020

002)(011)@020

003)(012)021)(102)(111 201)(210) 400
120

003)(012)(021)(102)(111 201)(210) (400
120

012)021)(102)(111 500
121

004) (013)(022)(103) (112 220)(301)(310) (500)
121

004) (013)(022)(103) (112 202)(211)(220)(401) (410) (600)
122

005
501

014)(023
510)(700

104)(113 203) (212

(101) (110)
(101)(110) (3
(110)(300)
(102)(111)
(102)(111)

(103) (112)

(103) (112)
(101) (110)
(201)(210) (400
(102)(111)
(102)(111)
(102)(111)

(103) (112)

(103) (112)

(104) (113) 221

)

)

)

)

)
201) (210 )
120)
)

)

)

)

)

||~~~ ~|=~| |~ =] —~|]—~

(201) (
201) (
(B01) (310
(202) (211
(202) (
(203) (

| — — [ |
P P [y [y Ry iy
— || ==

(010)
)(011) (020)
)(011)(020)
)(011) (101)
)(012) (021)
)(012)(021)
) (013) (022)
) (013) (022)
)(010)(200)
)(011) (020)
)(011) (020)
)(011)(101)
(003) (012 (021)
)(012) (021)
) (013) (022)
) (013) (022)
)(011) (020)
)(011)(020)
)(012)(021)
)(012)(021)
)(012)(021)
) (013) (022)
) (013) (022)
) (01:4)(023) (302)(311)(320)
) (510)(700)

(
(
(
(
(
(003
(
(
(
(
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Table 8. Division property of input is D7 2 7

kof D27 [[kM, k@ kD of DI o)

(400) [[(001) (010)(200)

(401) [[(002)(011)(020)(101)(110)(300)

(402) [[(002)(011)(020)(101)(110)(300)

(403) [[(002) (011)(101)(110)(300)

(404) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)

(405) [[(003)(012)(021)(102) (111)(120)(201)(210)(400)

(406) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500

(407) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410) (600)

(410) [[(002) (011)(020)(101)(110)(300)

(411) (002)(011)(020)(201)(210)(400)

(412) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)

(413) [[(003)(012)(021)(102) (111)(120)(201)(210) (400)

(414) [[(003)(012)(021)(102) (111)(120)(301)(310)(500)

(415) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500)

(416) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(417 [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(420) [[(002)(011)(020)(101)(110)(300)

(421) [[(002)(011)(020)(201)(210)(400)

(422) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)

(423) [[(003)(012)(021)(102) (111)(120)(201)(210) (400)

(424) [[(003)(012)(021)(102) (111)(120)(301)(310)(500)

(425) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310)(500)

(426) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(427) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311) (320)
(501) (510)(700)
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Table 9. Division property of input is D7 2 7

kof DR T([kM, k™, k@ of DIET L

(500) [[(002)(011)(020) (1010 (110)(300)

(501) [[(002)(011)(020)(201)(210) (400)

(502) [[(003)(012)(021)(102)(111)(120)(201)(210) (400)

(503) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)

(504) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(505) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500

(506) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410) (600)

(507 [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(510) [[(002)(011)(020)(101)(110)(300)

(511) (002)(011)(020)(201)(210)(400)

(512) [[(003)(012)(021)(102)(111)(120)(201)(210)(400)

(513) [[(003)(012)(021)(102) (111)(120)(201)(210)(400)

(514) [[(003)(012)(021)(102) (111)(120)(301)(310)(500)

(515) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500)

(516) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(517 [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(520) [[(002)(011)(020)(201)(210) (400)

(521) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(522) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(523) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(524) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(525) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(526) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(527 [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(402)(411)(420)
(601)(610)
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Table 10. Division property of input is Dgfz

kof D[k k@, KD of DT L

(600) [[(002)(011)(020)(101)(110)(300)

(601) [[(002)(011)(020)(201)(210) (400)

(602) [[(003)(012)(021)(102)(111)(120)(201)(210) (400)

(603) [[(003)(012)(021)(102)(111)(120)(201)(210) (400)

(604) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(605) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(301)(310) (500)

(606) |[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(607) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311) (320)
(501) (510)(700)

(610) [[(002)(011)(020)(201)(210) (400)

(611) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(612) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(613) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(614) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(615) |[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(616) |[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311) (320)
(501) (510)(700)

(617) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(402) (411) (420)
(601) (610)

(620) [[(002)(011)(020)(201)(210) (400)

(621) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(622) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(623) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(624) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(625) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401) (410) (600)

(626) |[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311) (320)
(501) (510)(700)

(627) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(402) (411) (420)
(601) (610)




Integral Cryptanalysis on Full MISTY1**

Table 11. Division property of input is D;fz

ED k@ kD of DT

kL) k(2 .. Kk(a)

(700) [[(002)(011)(020)(201)(210) (400)

(701) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(702) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(703) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(704) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410) (600)

(705) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(706) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(707) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(402)(411)(420)
(601)(610)

(710) [[(002)(011)(020)(201) (210) (400)

(711) [[(003)(012)(021)(102)(111)(120)(301)(310) (500)

(712) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(713) [[(003)(012)(021)(102)(111)(120)(301)(310)(500)

(714) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(715) [[(004)(013)(022)(103)(112)(121)(202)(211)(220)(401)(410)(600)

(716) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(302)(311)(320)
(501) (510)(700)

(717) [[(005)(014)(023)(104)(113)(122)(203)(212)(221)(402) (411) (420)
(601)(610)

(720) [[(005)(014)(023)(104)(113)(122)(303)(312)(321)(02)(B11)(520)
(701) (710)

(721) [[(006)(015)(024) (105)(114)(123)(204)(213)(222)(403) (412)(421)
(602)(611)(620)

(722) [[(006)(015)(024) (105)(114)(123)(204)(213)(222)(403) (412)(421)
(602)(611)(620)

(723) [[(006)(015)(024) (105)(114)(123)(204)(213)(222)(403) (412)(421)
(602)(611)(620)

(724) [[(007)(016)(025) (106) (115)(124)(205)(214)(223)(304) (313)(322)
(503)(512)(521)(702)(711)(720)

(725) [[(007)(016)(025) (106) (115)(124)(205)(214)(223)(304) (313)(322)
(503)(512)(521)(702)(711)(720)

(726) [[(027)(117)(126)(207)(216)(225)(306) (315)(324)(405) (414) (423)
(504) (513)(522) (703)(712)(721)

727 (727
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H One of Propagation Characteristic Table against F'O function

Table 12. Division property of input is D

7,2,7,
1,2

TTTTT
k of D

D 32 k@ of D7’(2’7’7’2’7
’ IR k

(112315)

D,k®),... k(@)
(000004) (000013) (000022
(000202)(000211)(000220
(001003)(001012)(001021
(001201)(001210)(001300
(002101)(002110)(002200
(005000)(010003)(010012
(010120)(010201) (010210
(011020)(011101)(011110
(012100)(014000) (020002
(020110)(020200) (021001
(100003)(100012)(100021
(100201)(100210)(100400
(101101)(101110)(101200
(104000)(110002)(110011
(110200)(111001)(111010
(120010)(120100)(122000
(200101)(200110)(200300
(203000)(210001) (210010
(300001)(300010) (300200
(400100)(401000)(410000

NN N NI N s NN NG s s NI NI A G A N
AN AN AN N AN N AN N AN SN N N N N N N N N S

) (
) (
) (
) (
) (
) (
) (
) (
) (
) (
) (
) (
) (
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